Configuring COM components to work with ASP.NET Web Applications
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About

This paper highlights the steps involved in configuring an ASP.NET web application to work with a traditional COM component when deployed on IIS 5.0 and therefore avoid the well known error:
Retrieving the COM class factory for component with CLSID {000209FF-0000-0000-C000-000000000046} failed due to the following error: 80070005.
I’m sure that there are different solutions to this problem. This one will serve as one more addition to the long list of solutions which developers just like me have recorded over their experiences.

Project Overview

The project solution in discussion consists of 3 parts as shown in the following screen shot:
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	1. An ASP.NET 2.0 Web application
2. A  VB.NET Class library project added to the solution
3. A third –party COM Component InterOp file (highlighted in red) 
The solution is developed using VS.NET 2005 that has a built-in web server. In addition, the dev environment hosts IIS5.0 that rides on Windows XP Professional SP3.
Note that, the third-party component is added as a reference to the VB.NET library project and not the web project. When the solution is built, the dependencies are moved to the \bin folder of the web application.  This may look trivial at first, but is enough to make you scratch your head when you deploy the project to your local IIS Server.

As seen on the left, what is added to the \bin folder of the Web application is not the physical DLL for the 3rd party component. Rather, it is the Interop file that is added as a dependency. The Interop file is a wrapper class that the .NET runtime generates and uses to connect to the actual COM component.  Overlooking this trivial fact is the reason why I’m penning this paper.
 


COM file and InterOp file locations:  Most of the hard work is done by the ASPNET user account when it comes to handling a request sent to IIS 5.0. Although this account is privileged to handle most of the stuff, instantiating and using COM components is not one of them. 
Therefore, it is important to note the differences between the Interop file and the underlying COM library file.  The following screen shot in comparison to the one above illustrates this.  The underlying native COM DLL is located in an entirely different location.
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It is possible that you’ve already configured your system to allow the ASPNET account full permissions to the InterOp file. But this does not mean that the ASPNET account can access the underlying native COM component.  Most probably it can’t and this is where the catch is!
Setting file permissions to the class library project folder.
The ASPNET account must have at least ‘Read’ permissions to your VB.NET project folder. As seen from this screen shot, I’ve assigned read permissions to the physical file folder of my VB.NET class library project.
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You may ask me why the project folder and why not the files copied by VS.NET into the \bin directory of the web application (as seen in the first screen shot). That is because, if you set the right file permissions at the original source locations, they will be copied over when the entire solution is compiled. After you’ve completed this exercise and go back into the bin folder of the web application, you will see that the file permissions assigned to the ASPNET account are same as the ones that you assigned at the original location. 
Read Permission to the InterOp File:
Make sure that the InterOp file inside your class library project has read permission as well. In my case, for some reason, the InterOp file did not have read permission despite assigning read permission to the parent folder (previous screen shot). Therefore, I had to add it explicitly like so:
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Read Permission to the native COM Library:
Before you assign permissions, make sure that you’ve registered the COM library on the IIS machine using regsvr32. Then, locate the physical file and assign Read & Execute permissions to it. It is important to note that your application will err out if ASPNET does not have permissions to the underlying native DLL even if it has full access permissions to its InterOP file. This can easily escape ones attention!
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Note on IIS 6.0 and higher.
IIS versions 6.0 and higher do not have the ASPNET worker process (aspnet_wp.exe). Unlike versions before it, IIS 6 assigns ASP.NET requests directly to the worker processes via local procedure calls (LPCs) . 

These steps above may need modifications based the type of IIS user account that is used in your environment.  
I hope you find these steps useful.
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